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UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 
OFFICE OF INSPECTOR GENERAL 

1301 CONSTITUTION AVE., NW 
WASHINGTON, DC 20004 

 
 

 
DATE: JANUARY 26, 2018  PREPARED BY:  
 
CASE #: OI-HQ-2016-ADM-0075  CROSS REFERENCE #:  
 
TITLE: OFFICE OF CIVIL RIGHTS MISMANAGEMENT OF 
TITLE_VI_CONPLAINTS@EPA.GOV WEB-BASED COMPLAINT MAILBOX 

 
CASE CLOSING REPORT 

 
Subject(s) Location Other Data 

   
 

 

 
VIOLATION(S): 
 

1. 18 U.S.C. § 1001 – False statements 
2. 40 CFR § 7.120 – Nondiscrimination in Programs Receiving Federal Assistance from the 

Environmental Protection Agency, Complaint Investigations. 
3. EPA ORDER 3120.1 – Appendix-Guidance on Corrective Discipline: (7) Conduct which 

is generally criminal, infamous, dishonest, immoral or notoriously disgraceful; (22) 
Negligent performance of duties.  

4. EPA Order 4701: Title VI Case Management Protocol. 
 
ALLEGATION:  
 
On April 12, 2016, the Office of Professional Responsibility (OPR), Office of Investigations 
(OI), Office of Inspector General (OIG), U.S. Environmental Protection Agency (EPA), received 
an EPA OIG Hotline complaint reporting potential employee misconduct and mismanagement 
regarding the Title VI electronic mailbox (e-mail account) of the Office of Civil Rights (OCR), 
Office of the Administrator (OA), EPA, (Title_VI_Complaints@epa.gov). The complainant, who 
requested confidentiality, also alleged that management officials in the OCR falsified records, 
attempted to “cover-up” information related to a Flint, Michigan resident who submitted a civil 
rights complaint to the OCR Title VI e-mail account, and failed to inform the EPA Administrator 
of the complaints they received related to contamination in Flint, Michigan’s water system when 
queried for input for the Administrator’s Congressional testimony. 
 
Based on information developed during the course of this investigation, the OIG identified that 
the potential employee misconduct and mismanagement of the OCR Title VI e-mail account1 

 
1 This investigation only focused on correspondence the OCR received via its OCR Title VI e-mail account 
(Title VI Complaints@epa.gov). The OCR External Compliance and Complaints Program (Title VI) accepts 
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UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 
OFFICE OF INSPECTOR GENERAL 

1301 CONSITITUTION AVENUE, NW 
WASHINGTON DC 20004 

 
 

 
DATE:  October 23, 2018 PREPARED BY:  SA  

CASE #:  O I - H Q - 2 016 - A DM -0 07 2  CROSS REFERENCE #:  

TITLE:  EPA Employees Downloading and/or Using WhatsApp Encrypted Messaging 
Application on EPA issued mobile devices   

 
 

CASE CLOSING REPORT 
 

Subject(s) Location Other Data 
58 Known EPA Employees HQ; Regions 1, 2, 3, 4, 5, 6, 8, 

9, 10 
      

 
ALLEGATIONS:  

1) EPA employees have downloaded and used the unauthorized encryption     
app: WhatsApp on their EPA devices in violation of EPA policy; 

        2) EPA employees conducted official EPA business within the WhatsApp  
        3) EPA employees failed to comply with the Federal Records Act, by   
        not maintaining official EPA records.   

   
NARRATIVE:   
 
On February 2, 2017, The Washington Times published an article: “Lawsuit demands EPA say if 
employees using encrypted messages to evade open-records laws”, which alleged unnamed EPA 
employees have downloaded and are using unauthorized encryption apps on their EPA devices in 
violation of EPA policy and failing to comply with the Federal Records Act (FRA), by not 
maintaining official EPA records. On February 3, 2017 Patrick Sullivan, Assistant Inspector 
General for Investigations (AIGI), EPA, Office of Inspector General (OIG), referred these 
allegations for investigation via the OIG Hotline for initiation. On February 14, 2017, the EPA 
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OIG received a Congressional request from the House of Representatives Subcommittee on 
Science, Space, and Technology to conduct an investigation into the use of EPA employees of 
unauthorized encryption applications on their EPA-issued devices.  
 
On March 8th, 2017, OI opened an investigation of the following allegation: Whether EPA 
employees using the WhatsApp1 application to communicate in violation of EPA policy2 and the 
FRA.3  
 
FINDINGS:  
 
Allegation 1 – supported 
Allegation 2 – unsupported 
Allegation 3 - unsupported 
 
Based upon OI’s investigation, the evidence supports a finding that 58 EPA employees, either 
knowingly or unknowingly, were in technical violation of EPA policy which restricted the 
downloading of applications onto EPA devices not approved by the EPA’s Office of 
Environmental Information (OEI). Further, OI identified only two EPA employees who 
conducted EPA business using WhatsApp.  Both of these EPA employees had only used the 
application for scheduling official meetings while overseas, not for conducting substantive 
official EPA business. No evidence was found to support that the WhatsApp application was 
being used by EPA employees on their EPA issued mobile devices to purposely circumvent the 
applicable Federal record retention rules.  One EPA employee was interviewed twice which 
resulted in the total number of employee interviews to reach 59, one number higher than the total 
number of employees identified as having downloaded the WhatsApp application onto their 
EPA-issued mobile device.   
 

 
1 WhatsApp is an application that provides free text messaging by using the phone’s internet connection to send 
messages to avoid SMS fees. https://www.whatsapp.com/features/.  It should be noted that OI was alerted by OEI of 
the presence of WhatsApp on EPA issued mobile devices after OI requested OEI identify any encrypted messaging 
application downloaded onto such devices.   
2 EPA CIO Policy # 2104.0 states, “Only software that has been approved by the IMO or the Agency’s Chief 
Technology Officer and properly acquired by the Agency may be installed on EPA computer systems.” 
3 Federal record retention rules are both regulatory and criminal. 36 CFR 1220 mandates that all federal agencies 
actively maintain official records. 18 USC 1519 states, “Whoever knowingly alters, destroys, mutilates, conceals, 
covers up, falsifies, or makes a false entry in any record, document, or tangible object with the intent to impede, 
obstruct, or influence the investigation or proper administration of any matter within the jurisdiction of any 
department or agency of the United States or any case filed under title 11, or in relation to or contemplation of any 
such matter or case, shall be fined under this title, imprisoned not more than 20 years, or both.” 
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Specifically, on February 17, 2017, OI received the results of a requested search of all EPA 
issued mobile devices (iPhones) by EPA’s OEI. The results of this search identified that 58 EPA 
employees had the WhatsApp application on their EPA issued mobile device. Based upon this 
information, OI proceeded to conduct voluntary interviews of all EPA employees who were 
identified to have the WhatsApp application downloaded onto their EPA issued mobile device.  
Two EPA employees admitted to using WhatsApp for official EPA work. Each EPA employee 
provided their EPA iPhones to the interviewing agents who then examined the contents of any 
conversations within the WhatsApp application. At the conclusion of each interview, OI special 
agents advised each EPA interviewee to inform their immediate supervisor of the presence of 
WhatsApp on the EPA device, and to confirm the application’s deletion with management.  One 
EPA employee with WhatsApp on their EPA-issued iPhone no longer was employed by the 
agency at the time of the interviews.   

On July 19, 2017, the OI consulted with the U.S. Attorney’s Office (USAO), Washington, DC, 
regarding this matter. The USAO agreed , and the case 
should be handled administratively.  
 
On February 27, 2018, OI forwarded these findings to the EPA to determine agency action. On 
April 2, 2018, Deputy Administrator Michael Flynn declined to take administrative action.   
 
RECOMMENDATION: 
This case is recommended for closure.  
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OFFICE OF INSPECTOR GENERAL 

OFFICE OF INVESTIGATIONS 

 

CASE NO.: OI-HQ-2017-ADM-0083  DATE OPENED:   03/21/2017 

    

CASE TITLE:  

GS-15, 

 

 

CASE AGENT(s):    

    

CASE CATEGORY: EMPLOYEE 

MISCONDUCT 
OFFICE: OFFICE OF 

PROFESSIONAL 

RESPONSIBILITY 

    

JOINT AGENCIES:   NONE JURISDICTION: DISTRICT OF 

COLUMBIA, 

WASHINGTON, DC 

 

SECTION A - NARRATIVE 

 

Introduction 

 

On April 12, 2016, the Office of Professional Responsibility (OPR), Office of Investigations (OI), 

Office of Inspector General (OIG), U.S. Environmental Protection Agency (EPA), received an EPA 

OIG Hotline complaint reporting potential employee misconduct and mismanagement regarding the 

Title VI electronic mailbox (e-mail account) of the Office of Civil Rights1 (OCR), Office of the 

Administrator (OA), EPA, (Title_VI_Complaints@epa.gov). The complainant, who requested 

confidentiality, also alleged that management officials in the OCR falsified records, attempted to 

“cover-up” information related to a Flint, Michigan resident who submitted a civil rights complaint to 

the OCR Title VI e-mail account, and failed to inform the EPA Administrator of the complaints they 

received related to contamination in Flint, Michigan’s water system when queried for input for the 

Administrator’s congressional testimony. [Exhibit 1]  

 

On June 3, 2016, a case2 was initiated to investigate the aforementioned allegations. Based on 

information developed during the course of that investigation, the OIG identified that the potential 

employee misconduct and mismanagement of the OCR Title VI e-mail account3 occurred from June 

                                                 
1 OCR enforces federal civil rights laws that prohibit discrimination against members of the public by recipients of EPA 

funds, and protects employees and applicants for employment from discrimination. OCR also provides policy guidance and 

technical assistance to program offices within the EPA on civil rights compliance and equal employment opportunity 

(https://www.epa.gov/ocr). 
 
2 OI Case Number: OI-HQ-2016-ADM-0075: OFFICE OF CIVIL RIGHTS MISMANAGEMENT OF 

TITLE VI CONPLAINTS@EPA.GOV WEB-BASED COMPLAINT MAILBOX 
 
3 This investigation only focused on correspondence the OCR received via its OCR Title VI e-mail account 

(Title VI Complaints@epa.gov). The OCR External Compliance and Complaints Program (Title VI) accepts complaints 

via U.S. mail or fax and can be contacted via telephone for assistance (https://www.epa.gov/sites/production/files/2016-

09/documents/how-to-file-a-complaint-of-discrimination-brochure.pdf).  
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Based on information obtained during the investigation, allegations one (1) and two (2) are supported.    

 

Details 

 

Investigation Disclosed Allegations Supported 

 

Allegation 1:  OCR, failed to 

monitor or manage the monitoring of the OCR Title VI e-mail account 

(Title VI Complaints@epa.gov) from approximately June 2014 to July 2015. 

 

Allegation 1 Finding: There is sufficient evidence to support a finding that  failed 

to monitor or manage the monitoring of the Title VI e-mail account from approximately June 2014 to 

July 2015.  

 

Allegation 1 Investigative Results: 

 

On September 9, 2016, following an interview with the OIG,  drafted an e-mail 

statement to OIG Special Agents, which stated in part, “  

 [Exhibit 3] 

 

On September 9, 2016, during a recorded interview with OIG Special Agents regarding whether the 

Title VI e-mail account was regularly monitored,  

between '11, '12, and '13, yes, because we were getting public comments…. But after the policy got 

finalized…which I would say the answer is no, it was not regularly monitored. So we're talking about 

2014, 2015-- the answer is no.” [Exhibit 4] 

 

OIG Special Agents followed up  and asked why the OCR Title VI e-mail 

account was not monitored, to which  made the following statements:  

 

Well, I don't think there's a good answer other than other--the people that had access either left 

EPA,  

 

 

 

 

… 

 

 I think the reality 

is that [it] fell through the cracks…and it wasn't being monitored. [Exhibit 4] 

 

During the interview, stated that  

 

 

 [Exhibit 4] 

  

also provided the following information in  statement:  

 

 
Released via FOIA EPA-HQ-2019-008574

 
Page 142 of 199

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C) (b) (6), (b  

(b) (6), (b) (7)(C)



OI-HQ-2017-ADM-0083 

 

5 
 
This report and any exhibits are the property of the EPA Office of Inspector General, Office of Investigations, and is loaned to your agency. 

It and its contents may not be reproduced or disclosed without written permission. This report contains information protected by the Privacy Act and is 

FOR OFFICIAL USE ONLY. Disclosure of this report to unauthorized persons is prohibited. See 5 U.S.C. 552a. 

EPA Form 2720-17        

The mailbox was monitored on a regular basis from 2012 until 2013 for public comments 

received and various other messages/concerns. However, after 2013 the mailbox was not 

monitored. The reason the mailbox was not monitored was because  

 

 

thus this very important issue fell 

through the cracks. [Exhibit 3] 

 

On August 26, 2016, during a recorded interview with OIG Special Agents,  

 EPA, made the following statements about the Title VI 

e-mail account not having been monitored from June 2014 to July 2015:  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

[Exhibit 5] 

 

On August 26, 2016, following the interview,  provided OIG Special Agents with relevant 

documents related  

 

[Exhibit 6] 

 

On September 15, 2016, during a recorded interview with OIG Special Agents, 7, 

 EPA made the following statements about the discovery of the Title VI e-

mail account:  

 

never knew it existed until probably the end of 2015 or close to it, maybe the fall of 2015, 

when it was brought to my attention that there was a mailbox.   

… 

                                                 
7  
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On December 1, 2016, at the request of OIG Special Agents,  provided copies of some of 

the first acknowledgments that were sent to individuals who submitted civil rights complaints to the 

OCR Title VI e-mail account from June 2014 to July 2015. Based on a review of the documents, the 

OCR started acknowledging the complaints it received from June 2014 to July 2015 on January 27, 

2016. [Exhibit 10] 

 

On September 9, 2016, during an interview with OIG Special Agents,  stated in part:  

 

Our regs say we have 5 business days to review that, and issue what's called an 

acknowledgement letter, just basically saying, "We got it. We're on it," right. 

… 

 

So just so you know, that's codified in regulation, as law. So 40 CFR Part 7 is where that is. 

So there's a legal requirement for us to respond within 5, 20, and 180 days. In addition, we 

have a compliance resolution manual, which is basically a manual on how to do all this stuff, 

which further explains what the law is. [Exhibit 4] 

 

On August 26, 2016, during an interview with OIG Special Agents,  provided a sworn 

statement in which  stated:  

 

 

 

 

 

 [Exhibit 5] 

 

From May 31, 2016, to June 13, 2016, OIG Special Agents reviewed the EPA e-mail files of 

OIG Special Agents identified that  conducted a 

review of the Title VI complaint e-mails and provided an analysis to  on July 13, 2015. 

Based on the review,  provided  with the following information:  

 

Here is the tabulation and triage for the 144 messages received via the Title VI complaints 

mailbox. Below is the summary table. 65 of the messages (45%) can be disregarded and do not 

need any additional action (many are spam or scams). 

 

17 (about 12%) should go directly to a Case Manager. These are either actual Title VI 

complaints or are types of correspondence that would normally be filtered to a Case 

Manager… 

 

Suggested Disposition  Complaints  % 

No Action Needed  65   45.14% 

Need Review/Response 62   43.06% 

To Case Manager   17   11.81% 

Number of Messages   144   100.00% [Exhibit 11]  
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In addition, OIG Special Agents identified that on July 16, 2015,  also provided an analysis 

of the e-mails sent to the Title VI e-mail account to  In  e-mail to  

 stated, in part:  

 

 …Here is the breakdown of the 147 emails I reviewed: 
 

 Spam/Scam/Junk Emails: 62 Emails 
 

 Emails that may relate to environmental issues: 50 Emails 

Referral to OW: 23 emails (11 separate issues) 

Referral to OAR: 14 emails (13 separate issues) 

Referral to OSWER: 2 emails (2 separate issues) 

Referral to OCSPP: 5 emails (5 separate issues) 
 

Emails which involved some 

combination of multiple offices: 5 emails (5 separate issues) 
 

Complaints which do not belong at the EPA 10 Emails 

(Mainly Stench Complaints or OSHA‐type complaints) 
 

Emails that were confusing or unclear: 4 Emails 
 

Emails where it was unclear whether someone was filing a Civil Rights Complaint: 2 Emails 
 

Emails where sender was asking for help in filing a complaint 2 Emails 

(Unclear whether complaint was a Discrimination Complaint) 
 

Emails Related to FOIAs : 1 Email 
 

Emails apparently related to the REACH Case: 10 Emails 
 

Emails which appear to be genuine Discrimination Complaints 6 Emails (4 Actual Complaints) 

 [Exhibit 12] 

 

On September 15, 2016, during a recorded interview with OIG Special Agents,  confirmed that 

40 CFR § 7.120(c) regulates that the OCR acknowledge a correspondence within five (5) days, by 

stating in part, “…But the regulation requires that acknowledgement letters be issued within 5 days… 

Of receipt.” [Exhibit 7] 
 

As to why it took so long for the OCR to acknowledge the complaints received from June 2014 to July 

2015,  stated in part:  

 

 

 

 

 

 [Exhibit 7] 

  

On September 15, 2016,  provided OIG Special Agents with a Microsoft Excel spreadsheet 

titled “Rev 30 T6 Website Complaints (090816),” which contained the information provided by  
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in July 2015, as well as all e-mailed correspondence received in the Title VI e-mail account since July 

2015. In addition,  provided the electronic acknowledgements the OCR sent to individuals who 

e-mailed the OCR Title VI e-mail account from June 2014 to July 2015. [Exhibit 13]  

 

Disposition 

 

This Report of Investigation is being referred to Mike Flynn, Acting Deputy Administrator, Office of 

the Administrator, EPA for any administrative remedies or actions as deemed appropriate. 

 

SECTION B – ENTITIES AND INDIVIDUALS 

 

Name of Person:    

Title & Company:    

 

 

 

 

 

Role:   Subject 

Business Address:    1301 Constitution Avenue 

 Washington, DC 20460 

Business Phone:    

EPA Employee:  Yes 

 

SECTION C – PROSECUTIVE STATUS 

 

During the review of the related case OI-HQ-2016-ADM-0075, both the Civil Division and Civil 

Rights Division, Department of Justice, Washington DC, reviewed all the facts related to the 

allegations concerning  On August 25, 2016, the Civil Division declined civil action 

based on  On August 29, 2016, the Civil Rights Division declined prosecution 

based on as such, 

this was purely an administrative investigation.  
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EXHIBITS 

 

EXHIBIT DESCRIPTION 

1.  EPA OIG Hotline Referral - 2016-0145 - Office of Civil Rights 

Mismanagement [Redacted] 

2.  Office of Civil Rights Roster - MAR2012 - JUN2016 

3.  Memorandum of Activity – Documents provided by  

, dated 9SEPT2016 

4.  Memorandum of Interview – , dated 

9SEPT2016 

5.  Memorandum of Interview – , dated 

26AUG2016 

6.  Memorandum of Activity – Documents provided by  

 dated 26AUG2016 

7.  Memorandum of Interview – , dated 15SEPT2016 

8.  Memorandum of Interview - , dated 

21SEPT2016 

9.  40 CFR § 7.120 

10.  Memorandum of Activity - Documents provided by  

 dated 1DEC2016 

11.   Analysis of Title VI Complaints with 

Attachment, dated 13JUL2015 [Redacted] 

12.   Analysis of Title VI Complaints, dated 

16JUL2015 [Redacted] 

13.  Memorandum of Activity - Documents provided by  

 dated 9SEPT2016 
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This suspension resulted in a Cost Savings to the United States Government in soft dollars of:  
 
4 Days X 8 Hours @ 52.83 per hour = $1690.- Cost Savings (Soft Dollars) 
 
DISPOSITION:  Supported. Closed. 
 
All administrative proceedings have been completed and/or exhausted in this investigation.  
 
As a result, this investigation is closed.   
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On March 7, 2019, this matter was presented for criminal prosecution to the United States 
Attorney’s Office, Fraud and Public Corruption Section, Washington, D.C. The matter was 
declined for criminal prosecution  

. 
 
No further investigative activity is anticipated. This matter is closed in this office. 
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A Final Summary Report was provided to the EPA. A three-day suspension, April 3, 2018 – 
April 5, 2018, was issued to  No further action was taken by the Agency. 
 
This case is recommended for closure with no further investigatory action. 
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admitted to marking-up the pictures and mailing them to the personal residence of another EPA 
Employee. 
 
DISPOSITION: 
 
On October 17, 2017, OIG special agents delivered a Report of Investigation to the  

, EPA for any administrative remedies or actions as 
deemed appropriate. 
 
On October 2, 2018, OIG special agents received a settlement agreement between  and 
the Agency that indicated  agreed to a 90-calendar day suspension. 
 
Based upon the fore-mentioned information, the allegation that  mailed the envelope 
containing the perceived threatening images to the personal residence of another EPA Employee 
is “SUPPORTED”. As such, there are no further investigative steps to be taken and this 
complaint is recommended for closure.   
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EXHIBITS 

 
EXHIBIT DESCRIPTION 

1.  Memorandum of Interview – - AUG2017 
2.  Memorandum of Activity –  

 
3.  Memorandum of Interview – , dated 

10AUG2017 
4.  Memorandum of Interview – , dated 

10AUG2017 
5.  Memorandum of Activity–  
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UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 
OFFICE OF INSPECTOR GENERAL 

1301 CONSTITUTION AVE, NW  
WASHINGTON, DC 20004 

 
 

DATE:  MARCH 29, 2019 PREPARED BY:  SA  

CASE #:  OI-HQ-2018-ADM-0082 CROSS REFERENCE #:  N/A 

TITLE:  PRUITT, E. SCOTT; POLITICAL APPOINTEE, ADMINISTRATOR, OA, EPA 

 
CASE CLOSING REPORT 

 
Subject(s) Location Other Data 

Administrator Scott Pruitt Washington, DC N/A 
 
ALLEGATIONS:   
 
On April 9, 2018, the Office of Investigations (OI), Office of Inspector General, Environmental 
Protection Agency (EPA), received a memorandum from Kevin Minoli (Minoli), Principal 
Deputy General Counsel and Designated Agency Ethics Official, EPA. The memorandum, dated 
April 6, 2018, was issued by the United States Office of Government Ethics and addressed to 
Minoli. Pursuant to this memorandum, a case was opened to administratively investigate the 
following allegation: Did Administrator Pruitt have subordinates at the EPA assist him in finding 
personal housing.  
 
On June 7, 2018, OI expanded the investigation to include the following allegations; (1) Did 
Administrator Pruitt use his official position and EPA staff to seek a “business opportunities” for 
his wife; (2) Did Administrator Pruitt enlist subordinates at the EPA secure a mattress for his 
personal use; and (3) Did Administrator Pruitt have his security detail run personal errands for 
him.   
 
FINDINGS:   
 
All allegations are deemed inconclusive. Administrator Pruitt resigned from the EPA prior to the 
conclusion of the investigation; therefore, was no longer subject to the administrative Standards 
of Conduct.   
 
DISPOSITION:   
 
Based upon the aforementioned, there are no further investigative steps and this investigation is 
recommended for closure.  
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UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 
OFFICE OF INSPECTOR GENERAL 

1301 CONSITITUTION AVENUE, NW 
WASHINGTON DC 20004 

 
 

DATE: August 13, 2018 PREPARED BY:   

CASE #: OI-HQ-2018-AFD-0112 CROSS REFERENCE #: N/A 

TITLE:  ELKINS, ARTHUR, SES, WASHINGTON, DC 

 
CASE SUMMARY REPORT 

 
Subject(s) Location Other Data 

N/A Washington, DC N/A 
 
COMPLAINT: Inspector General Elkins reported that his EPA OIG badge and credential were 
missing. 
 
INVESTIGATIVE FINDINGS:  After a thorough search of his residence and other areas were 
met with negative results.  Also, the last known hotel where the IG stayed, room safe and lost 
and found were checked with negative results.  The missing badge and credential was entered 
into NCIC. 
 
RECOMMENDATION: No further investigative action is necessary and this case is 
recommended for closure. IG Elkins will be issued a new badge and credential. 
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